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	App Server Detail
	
	

	
	IP Address
	10.40.25.47

	
	Host Name 
	YFSQLDEV

	
	
	

	Web Server Detail
	
	

	
	IP Address
	10.40.25.49

	
	Host Name
	UPGINSTALLERORA

	
	
	

	
	
	


Note: Above hosts are used for reproducing the issue with same setup as of LM client.
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1. Open “server.xml” file from “C:\SAFEReporting \appserver\conf\” folder and add a property “address” with value “0.0.0.0” to the Connector html as shown in the image.
[image: ]

2. In the same “server.xml” file, add a property “address” with value “0.0.0.0” where AJP is defined (ref below image).
[image: Text, application

Description automatically generated]
3. Open “Safe Configuration” (App Server), ensure there is NO Hostname, protocol, or port specified as shown in the image.
[image: ]
4. Ensure All SAFE Services and SAFE Reporting services are up and running in App Server.
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5. Open command prompt in Admin mode and type “netstat” command to check the status of port and web server connectivity. 
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1. Open “workers.properties” file from “C:\SAFEReporting\ReportingConnector\” folder. Update the worker1.host value with App Server’s IP Address (in our case it’s 10.40.25.47) as shown in the image.
[image: ]

2. Open “Safe Configuration” (Web Server), ensure there is NO Hostname, protocol, or port specified as shown in the image.
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3. Open command prompt in Admin mode and type “netstat” command to check the status of port and App server connectivity. 
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1. After the changes in the files, restart the “Safe Reporting Service” in App Server and do IISReset in both App Server and Web Server.  
2. If the “netstat” doesn’t show server’s connectivity status, then launch the SAFE UI in web server.  Login and navigate to SAFE Reporting module. Now, check the netstat in the command prompt.
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C:\Users\Administrator>netstat ~

Active Connections

Proto Local Address Foreign Address State

TCP  10.40.25.47:1433 YFSQLDEV: 60919 ESTABLISHED
TCP 10.40.25.47:1433 YFSQLDEV: 60931 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51041 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51042 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51043 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51044 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51045 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSH LERORA: 51046 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51060 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51061 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51062 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51063 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51064 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51065 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51066 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51067 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51068 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51069 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51070 ESTABLISHED
TCP 10.40.25.47:1433 UPGINSTALLERORA:51071 ESTABLISHED
TCP  10.40.25.47:8009 UPGINSTALLERORA:51125 ESTABLISHED
TCP  10.40.25.47:8009 UPGINSTALLERORA:51126 ESTABLISHED
TCP  10.40.25.47:8009 UPGINSTALLERORA:51127 ESTABLISHED
TCP  10.40.25.47:8009 UPGINSTALLERORA:51128 ESTABLISHED

TCP  10.40.25.47:8009 UPGINSTALLERORA:51132 ESTABLISHED v
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[ workers propetes E1

1 # workers.properties.minimal —

2

3 +

4

5 # This file provides minimal jk configuration properties needed to
6

7 # connect to Tomcat.

8

9 +

10

11 # The workers that jk should create and work with

12

13 worker. list=workerl

12 | worker.workerl.host App Server's IP Address
15 worker.workerl.port=

16 worker.workerl. type=ajpl3

17

18 #END
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 SAFE System Configuration (SQLServer:SERVER=10.40.25.47,DATABASE=SAFES 18 LM;UID=sa;EnableTrace=0)
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Corfiguration of Local Machine:

Propeties
v GLOBAL
AGENTEXTENSIONFOLDER C:\Program Files\HID\SAFE\Agent Extensions
DBCOMMANDTIMEOUT 600
DBCONNECTIONTIMEOUT 60
INSTALLFOLDER C:\Program Files\HID\SAFE
LOGARCHIVEPATH C:\Program Files\HID\SAFE\Common\ArchiveLogs
LOGDBQUERYPARAMS False
LOGPATH C:\Program Files\HID\SAFE\Common\Logs.
MAXLOGFILESIZE 10000
MESSAGINGPLATFORM RabbitMQ
SAFEDE o
SAFEEVENTSDE o

v NEXTGENREPORTINGSERVICE

v RABBITMQ
FOMPRECCPAYI QAR -y
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\Users\Administrators_

Foreign Address State

10.40.16.16:56632 ESTABLISHED
UPGINSTALLERORA:51049 TIME_WAIT
UPGINSTALLERORA:51129 TIME_WAIT
20.54.37.64:https ESTABLISHED
€c2-18-207-91-91:https TIME_WAIT
ec2-54-209-32-124:https TIME_WAIT

YFSQLDEV:ms-sql-s ESTABLISHED
YFSQLDEV:ms-sql-s ESTABLISHED
YFSQLDEV:ms-sql-s ESTABLISHED
YFSQLDEV:ms-sql-s ESTABLISHED
YFSQLDEV:ms-sql-s ESTABLISHED
YFSQLDEV: 8009 ESTABLISHED
YFSQLDEV: 8009 ESTABLISHED
YFSQLDEV: 8009 ESTABLISHED
YFSQLDEV: 8009 ESTABLISHED
YFSQLDEV: 8009 ESTABLISHED
20.54.37.64:https ESTABLISHED

UPGINSTALLERORA: 49669 ESTABLISHED
UPGINSTALLERORA:4369  ESTABLISHED
UPGINSTALLERORA:4369  TIME_WAIT
UPGINSTALLERORA:4369  TIME_WAIT
UPGINSTALLERORA:51040 ESTABLISHED
UPGINSTALLERORA:https ESTABLISHED
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<!-- A "Connector" represents an endpoint by which requests are received
and responses are returned. Documentation at :

/docs/config/http.html

/docs/config/ajp.ntml

APR (HTTP/AJP) Connector: /docs/apr.html

Define a non-SSL/TLS HTTP/1.1 Connector on port 8080

——>

<Connector port="8080" protocol='HTTP/1.l" maxHttpHeaderSize="819:
osThreadoet 150" minspareThreads—rzs" address=t0.0.0.0% @

enableLookups="false" redirectPort="8443" acceptCount="100"
connectionTimeout="20000" disableUploadTimeout="true"
URIEncoding="UTF-8" compression="on" compressionMinSize="512"

noCompressionUserAgents="gozilla, traviata"
compressibleMimeType=

"text/html, application/x-javascript, text/css,application/javascript, text/javascript, text/pls
ont-opentype  application/x-font-truetype,application/x-font-ttf,application/xml, font/eot, for
comma-separated-values, application/csv,application/vnd.yellowfin.api-vi+json"

77 usesendfile="false" />

78
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115 certificaterile="conf/localhost-rsa-cert.pen"

116 certificateChainFile="conf/localhost-rsa-chain.pen"

117 type="RSA" />

118 </sSLHostConfig>

119 </Connector>

120 -

121

122 <!-- Define an AJP 1.3 Connector on port 8009 —->

123 <Connector protocol="AJE/1.3" port="8009" redirectPort="8443" secretRequired="false" />
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Configuration of Local Machine

Propetties

v GLOBAL
AGENTEXTENSIONFOLDER
DBCOMMANDTIMEOUT
DBCONNECTIONTIMEOUT
INSTALLFOLDER
LOGARCHIVEPATH
LOGDBQUERYPARAMS
LOGPATH
MAXLOGFILESIZE
MESSAGINGPLATFORM
SAFEDB
SAFEEVENTSDB

v NEXTGENREPORTINGSERVICE

~ RABBITMQ
COMPRESSPAYLOAD
CONNECTPASSWORD
CONNECTPORT
CONNECTUSERNAME
ENABLESSL
EXCHANGE
NETWORKRECOVERYINTERVAL

NODENAME

PREFETCH
SERVERSSLCERTCNNAME
TLSVERSION
TOPICORQNAMEPREFIX.
VIRTUALHOSTNAME

HOSTNAME

C:\Program Files\HID\SAFE\Agent Extensions

600

60

C:\Program Files\HID\SAFE

C:\Program Files\HID\SAFE\Common\ArchiveLogs
False

C:\Program Files\HID\SAFE\Common\Logs.

10000

RabbitMQ

false
5672
safeadmin
false

hid safe

30

localhost

1
rabbitmaserver
Ts12

hid safe
safehost

Host name where reporting server is running. Leave it empty if the reporting server is exposed through Reporting connector
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i Provides 3 network service that processes req. Manual Local System
Slopthesenviee Offers routing services to businesses in local .. Disabled Local System

e Resolves RPC interfaces identifiersto transpo... Running  Automatic  Network Service
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